
















small number of sub keys (binary strings of a specified length) and each key used 
by a pair of nodes is generated from a combination of some of these subkeys. This 
combination is usually a one-way function to ensure that an opponent obtaining 

a secret key would be unable to recover the subkeys. 

Suppose we think of the set of nodes as the set P of points and the set of 
subkeys as the set 13 of blocks of a (finite) incidence structure (P,l3,I). A point is 
incident with a block if the corresponding node posesses the corresponding subkey. 
The key to be used for communication between two nodes PI, P2 is generated from 
the subkeys in (PI) n (P2 ) (where (P) denotes the set of blocks incident with P). 
We make the following definition, following [12], and identifying the nodes with 

the points and the subkeys with the blocks. 

A key distribution pattern, or KDP, on v points is a finite incidence structure 
IC with v �~� 3 and such that, for any two distinct points PI, P2 of K, we have 

(K1 ) (Pt) n (P2) CZ (Q) for any Q E P\{P1 ,P2}. 

The condition on the KDP ensures that the key Kij used by the pair of nodes 
PI, P2 cannot be determined from the subkeys of any other node. For if Q is 

another node, the condition (Kl) ensures that PI, P2 share at least one subkey 
not in the subkey set belonging to Q. 

There is an immediate geometrical interpretation of (K1). If we recall that 
the line on points A, B of P is the set of points in the intersection of all blocks on 
A, B; we see that condition (K1) is equivalent to the condition that each line of 

(P,B,I) has size 2. 

It is desirable in an application that each of a pair of nodes be able to de

termine the common key non-interactively, that is, with no interaction between 
the nodes. This is achieved by a key distribution pattern as follows. The blocks 

used in the key distribution pattern are really just names for the subkeys, and 

each node is issued with the values of only those subkeys which it posesses. Then 

the key distribution pattern is made public information. When a node wishes to 

communicate with another node it uses the public information to determine the 

names of the subkeys that it has in common with with that other node, then uses 

the (private) values of those subkeys to determine the common secret key, using 
some one-way function. 

The trivial system for key distribution proposed above (in which each pair of 

nodes has a common key) has the trivial 2 - (v, 2, 1) design as its KDP. To see 
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this, let P = {PI, ... ,Pv } bethe set of points, let B = {xijI1::; i < j::; v} be 
a set of subkeys and define Pi I x jk if and only if i = j or i = k. Then, if nodes 
PI, P2 say wish to communicate, each uses the (unique) common subkey X12 to 
determine (via some one-way function) their common key K 12 • 

The problem is to give examples ofKDPs with storage requirements at each 
node as small as possible. The KDP of the trivial 2 - (v, 2,1) design requires 
storage of (v - 1) subkeys at each node, and is the standard with which other 
KDPs are compared. 

As an example, consider the incidence structure (P, B, I) where we have P = 
{PI, ... ,Pv }' B = {Xl, ... , xv} and where Pi I Xj if and only if i f= j (this is a 
trivial symmetric 2 - (v, v-I, v - 2) design). Now this design is a KDP on v 
points, since for any i,j we have I(Pi ) n (Pj)/ = v - 2 (in fact (Pi) n (Pj) contains 
every block except Xi and Xj) and any third point Pk is incident with only v - 3 of 
these v - 2 blocks, as (Pk ) does not contain Xk. Although this KDP only requires 
a total of v subkeys at the KDC, it still requires the storage of v-I subkeys at 
each node. 

There have been other KDPs proposed. In [12], it is shown that any biplane 
(a 2 - (v, k, 2) design) is a KDP in which the KDC generates v subkeys and in 
which each node stores only r subkeys where r satisfies r(r-1) = 2(v-l). (To see 
that a biplane is a KDP, note that every pair of points is incident with exactly two 
blocks, and any third point is incident with at most one of these two blocks, for if 
not, there would be a pair of blocks incident with three points.) Quinn [13] gives 
a construction for KDPs, better than the trivial KDP, using Hadamard matrices. 

In terms of the storage requirements, biplanes are 'good' 1-KDPs, but the 
problem is that there are only a finite number of examples of biplanes known, and 
the largest of these has only 79 points. Although Mitchell and Piper [12] gave some 
methods for combining w-KDPs to obtain w-KDPs on a larger number of points, 
there is still a restriction on the parameters of any example obtained in this way, 
and possibly some of the performance is lost. Quinn [13] has given a construction of 
an infinite family of good 1-KDPs based on conics in finite desarguesian projective 
planes. The storage requirements for these new KDPs both at the KDC and at 
each node are approximately the same as for the biplane KDP for the same number 
of nodes and give a significant saving over the storage requirements of the trivial 
KDP. 

The above KDPs protect a key from attack by a single other participant in 
the system, in the sense that the subkeys at one particular node cannot be used 
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to generate the key of another pair of users. This idea can be generalised to one 

which protects each key from attack by a number of participants in collusion, as 

in [12]. 

Let v 2: 3 and let w be an integer with 1 :::; w S v 2. A w-KDP on v points 

is a finite incidence structure K with v points such that, for any pair of points 

P I1 P2 we have 

w 

(Pd n (P2 ) cz: U(Qi) for any points QI1"" Qw E P\{P11 P2 }. (K2). 
i=I 

This condition (K2) ensures that PI and P2 share at least one subkey not in any 

of (Ql), ... , (Qw). Note that every KDP is a w-KDP for some maximal value of 
w ~ 1, and we use the maximal value of w in claiming that a structure is a w-KDP. 

Notice that the trivial KDP on v points is a (v - 2)-KDP, since any number 

of nodes, distinct from a given two nodes PI, P2 , in collusion do not posess the 

common subkey Xl2 of PI and P2 • The trivial symmetric designs and the biplanes 

are all l-KDPs. Further, Mitchell and Piper [12] showed that every t-design with 

t ~ 3 is a (t 2)-KDP and that every 3 - (v, k, A) design for which A2 > WA is a 

w-KDP. 

Mitchell and Piper [12] also pointed out some immediate geometrical conse

quences of their definition. Recall that if PEP, the external structure K P of K at 

P is the incidence structure with point set P\{P} and block set {B E B I P ¢ B}. 
It is not difficult to show (see [12]) that if w ~ 1 then an incidence structure K is 

a (w + l)-KDP if and only if x: P is a w-KDP for each PEP. 

Mitchell [11] has discussed the effectiveness of using 3-designs as KDPs. In 

particular, we consider an inversive plane of order q, that is, a 3 - (q2 + 1, q + 1, 1) 

design. The following results, giving an example of the usefulness of external 

structures, are stated in [13]: 

3.1 Construction [13], 3.1.7 An inversive plane of order q is a q-KDP on q2 + 1 

points with q(q2 + 1) subkeys and q(q + 1) subkeys at each node. 

Proof: It is easy to see that an inversive plane has q3 + q blocks and q( q + 1) 

blocks on a point. Since two points lie on q + 1 blocks, and any three points lie on 

a unique block, it follows that the blocks on a pair of points cannot be contained 

in the union of the blocks on any q other points. o 
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3.2 Construction [13], 3.3.4 Let P be any point of an inversive plane Iof order 

q. Then I P is a (q - l)-KDP on q2 points with q2(q - 1) subkeys and q2 - 1 

subkeys at each node. 

Proof: It is clear that I P has q2 points and l + q - (q( q + 1)) = q3 _ q2 

blocks, with each pair of points on q(q + 1) - (q + 1) = q2 - 1 blocks on a point. 

The result follows from the result of Mitchell and Piper. o 

Thus the external structure of an inversive plane at one of its points provides 

a KDP with slightly better storage requirements than those of the inversive plane 

KDP. Notice, however, that one node is lost. Constructions 3.1 and 3.2 give infinite 

families of KDPs, as there is an inversive plane of every prime power order, see 

[7]. It is an unsolved problem in finite geometry whether there are any inversive 

planes of non-prime power order. 

Quinn [13] also gave constructions of new w-KDPs using families of conics in 

finite desarguesian affine planes. vVe discuss these constructions further in Section 

4. All of these are examples of KDPs which have significantly better key storage 

requirements than the trivial KDP. 

Quinn noted the following open problems. Let K be a w-KDP on v points. 

vVe require lower bounds for the following, as functions of v and w: 

(1) the average (bit) storage at a node 

(2) the total (bit) storage. 

Also, we also need an upper bound (as a function of v) for 

(3) w, the number of colluding nodes which can be protected against while still 

having reasonable storage. 

Once good bounds are known, the problem will be to find KDPs near or 
attaining these bounds. 

In conclusion, we have seen that not only do geometrical objects provide 

examples of KDPs, but geometrical concepts such as lines, external structures, 

have a role to play in the theory of KDPs. 
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4. Laguerre planes and w-KDPs 

We have already seen that inversive planes give rise to w-KDPs as in Con

structions 3.1 and 3.2. In this section we give constructions of w-KDPs using other 

so-called circle geometries, the Laguerre planes. 

Quinn [13] 3.5.6 and 3.5.8 gave constructions for two families IC3( q, u) and 

IC4(q, u, t) of (u -l)-KDPs on q2 nodes, where q is a prime power, using lines and 

families of conics in u copies of the desarguesian affine plane of order q. In fact her 

constructions are particular cases of the following more general constructions, 4.1 

and 4.2, for w-KDPs in any Laguerre plane of order 8. For geometrical preliminaries 

needed in this section, see [7] or [8] and [2] or [17]. 

A (finite) Laguerre plane is an incidence structure of points, lines, and circles 

satisfying: 
(i) each point is on a unique line, and a line and a circle have a unique common 

point 

(ii) any three points, no two collinear, lie on a unique circle 

(iii) if P and Q are two non-collinear points and if C is a circle containing P but 

not Q then there is exactly one circle C' incident with P, Q and having only 

P in common with C 

(iv) there exist a point P and a circle C not containing P, and each circle contains 

at least three points. 

Given a Laguerre plane, there is an integer 8 such that each circle has 8 + 1 

points. We call 8 the order of the Laguerre plane, which we then denote by £(8). 
It follows easily that a Laguerre plane £(8) has 8(8 + 1) points, 8 + 1 mutually 

disjoint lines and 8
3 circles. Each line has 8 points, there is a unique line and 8 2 

circles on a point and there are 8 circles on a pair of points. 

Given a w-KDP IC on v points, we let b denote the total storage of K, where 

the total storage is the total number of subkeys in IC. Also, we let r denote the 

node storage, that is, the number of subkeys held at each node in K. In general, 

good KDPs seek to minimise these storages, with a low value of r possibly more 

desirable than a low value of b. 

4.1 Construction Choose u collinear points R 1 , .•• , Ru in £( 8), where 2 ::; u ::; 8. 
Let Kl = (P,B,I) be the incidence structure with points the points of £(8) not 

on the line containing the points Ri, blocks the circles of £(8) containing Ri for 

some i together with the pairs {Pi, Pj} where Pi, Pj are collinear in £( 8 ). Then 

IC 1 is a (u - l)-KDP on 8
2 points with b = U8 2 + 8 2 (S - 1)/2 and.,. = us + 8 - 1. 
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Each pair of points in KI lies on 1 or u common blocks. 

Proof: First we show that KI satisfies the property (K2) given in Section 

3 for w = u 1. Let PI, P2 be points of K I . If PI, P2 are collinear in C( s) then 

(PI) n (P2) is just the block {PI, P2}, which is not in (Q) for any Q E P\ {PI, P2}, 

hence is not in the union of the sets (Qi) for any u 1 points Ql,"" Qu-l E 

P\ {PI, Pz} and condition (K2) is satisfied. If PI, P2 are not collinear in £(8), 
then (PI) n (P2) is the set of u circles on the three points PI, Pz, Ri for each 

i = 1, ... ,u. Suppose that condition (K2) is not satisfied, so there is a collection 

of u -1 points Ql,'" ,Qu-I E P\{PI ,P2} such that 

u-l 

(PJ) n (P2) ~ U (Qi). 
i=l 

It follows that there are two circles, on PI, Pz, Ri and PI, P2, Rj say, which are 

contained in (Q k) for some 1 :S k :S u - 1. But then these circles have three points 

in common, namely PI, Pz, Q k, contrary to the property Oi) of a Laguerre plane. 

Finally we check the parameters. The number of points is the number of 

points of £( s) not on a line, which is s2 + 8 - 8 = 8
2

• The number b is the number 

of circles on the points R 1 , ..• ,Ru plus the number of pairs {Pi, Pj } of collinear 

points. This is usz + 8 2 (S 1)/2. Also, r is the number of circles on a fixed point 

Pi and one of the points R 1 , ... ,Ru plus the number of pairs {Pi, Pj} where Pj is 

collinear with Pi, which is us + 8 - 1. 0 

4.2 Construction Choose u collinear points R 1 , ••• ,Ru in £( 8), where 2 :S u :S s. 

Let 7rl, ... , 7rt be t ~ 2 permutations of the set P of points of £(8) not lying on 

the line containing the points Ri and with the additional property that 

for each ordered pair (i, j) with 1 :S i, j :S t and for each pair PI, P2 of points 

in P if 7r i (PI) is collinear with 7r i (P2) then 71" j (PI) is not collinear with 71" j (Pz ). 
Let JC 2 = (P, B, I) be the incidence structure as follows. The points are the points 

of P, the blocks are the sets 7r;l(Cj) for some i E {I, ... , t} and where Cj is a circle 

through the point R j for some j E {I, ... , u}. (N ote that some blocks may not 

be distinct.) Then K2 is a (u - l)-KDP on s2 points with b = tus2 and r = tus. 
Each pair of points lies on either (t - l)u or tu common blocks. 

Proof: We show that K2 satisfies the property (K2) given in Section 3 for 

w = u - 1. Let PI, P2 be points of K2. By the properties of the permutations, it 

follows that either 7I"i(P1 ) is not collinear with 7I"i(P2) for any i = 1, ... , t or that 

7rk(PJ) is collinear with 7I"k(P2) for exactly one value k E {I, ... , t} (and so 7I"i(Pd 

is not collinear with 7ri(P2) for any i E {I, ... , t} \ {k}). If 7ri(Pd is not collinear 
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with 1ri(P2) for some value i then (PI) n (P2) contains the set of blocks 1r;l(Cj) 
where Cj is a circle through 1ri(P1),1ri(P2),Rj for each j E {1, ... ,u} (a total of 

u blocks). It follows that for any pair of points PI, P2 then (PI) n (P2) contains 

ei ther (t 1)u or tu circles on PI and P2 . Although some of these circles may 

be repeated, (PI) n (P2 ) contains at least u distinct circles, one through each of 

R I , . •. ,Ru. As in the proof of Construction 4.1, if condition (K2) is not satisfied, 

there is a collection of u 1 points Q1, ... ,Qu-l E P\ {PI, P2} such that 

u-l 

(PI) n (P2 ) ~ U (Qd· 
i=1 

It follows that there are at least two circles, on the points 1r i ( PI), 1r i (P2 ), Ri and the 

points 1ri(PI), 1ri(P2), Rj say, which are contained in (Qk) for some 1 :s: k :s: 1£-1. 

But then these circles have three points in common, namely 1ri(Pl), 1ri(P2), Qk, 
contrary to the property (ii) of a Laguerre plane. 

We calculate the parameters of this w-KDP. The number of points is the 

number of points of £( s) not on a line, which is 8
2

. The number b is t times the 

number of circles on one of the points R1 , ..• , R u , which is tU8
2

• Also, T is t times 

the number of circles on fixed point and one of the points R 1 , ••• , R u , which is 

U8 + 8 1. o 

If the w-KDP K2 has no repeated blocks, then it is in fact a ((t - l)u - 1)

KDP, and in general K2 will be a w-KDP for some maximum value w with u -1 :s: 
w :s: ((t 1)u 1). For ease of notation we refer to K2 as a (u - 1)-KDP. 

There is an infinite family of Laguerre planes known, see [2] or [17J. In 

particular, let 0 be an oval in a plane PG(2, q) embedded in PG(3, q), where 

q is a power of a prime, let P E PG(3, q)\PG(2, q) and let T denote the cone 

which projects 0 from P. The set of points P = T\P, the set of lines through P 
and a point of 0 and the set of intersections of T with the planes in PG(3, q) not 

through P form a Laguerre plane £(0) of order q. A Laguerre plane isomorphic 

to a £( 0) is called ovoidal, and is classical if the oval is an irreducible conic. It 

follows that the constructions 4.1 and 4.2 provide an infinite family of q-KDPs on 

q2 points, for q a power of a prime. 

Further, many w-KDPs on different numbers of points can be constructed 

using 4.1 or 4.2. If we require a w-KDP on v points, we choose 8 2 2: v such that 

there is a Laguerre plane of order 8 and construct a w-KDP on 8 2 points. If 8 2 > v, 

there will be nodes which are not presently used. Such nodes could be added to 

the network later as required. As a penalty, the total and node storages increase. 
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We now investigate how these constructions generalise the constructions in 

[13] 3.5.6 and 3.5.8. Given a point Q of the Laguerre plane C( s), the internal 
structure CQ at Q is the incidence structure with points the points of C( s) not 

collinear with Q, lines the lines of C( s) not containing Q and the circles of C( 8) 
containing Q. Under the incidence induced by the incidence of C(8), this is an 

affine plane of order 5, and we note that each internal structure of a classical 

Laguerre plane is desarguesian. 

It is not difficult to see that Quinn's coordinate-based constructions are actu

ally performed in the internal structures of a classical Laguerre plane at the points 

R 1 , ..• ,Ru of the constructions. Thus they follow from the Constructions 4.1 and 

4.2 in the special case that C( 8) is classical. Since all Laguerre planes of order s 

will give rise to KDPs on 8
2 nodes with the same storage requirements, if s is a 

power of a prime then it is probably expedient to use the classical Laguerre plane 

and the coordinatisations exhibited in [13]. However the constructions and proofs 

of the w-KDP property are easier using the methods introduced in this section. 

In addition, if there are Laguerre planes of non-prime power order (currently an 

unsolved problem in finite geometry), then Constructions 4.1 and 4.2 will give new 

examples of w-KDPs. 

Quinn, [13] 3.4.7, has addressed the general problem of the existence of such 

a set of permutations as required in Construction 4.2. As a corollary, it follows 

that the set P of points of a Laguerre plane not on a fixed line certainly admits 

at least 2 and at most s + 1 such permutations. (If the Laguerre plane is classical 

then s + 1 permutations are admitted.) The value t = 2 certainly minimises the 

number of subkeys stored at the KDC and at each node for given values of 8 and u. 

However further analysis of the number of bits needed for the keys and subkeys is 

required to determine whether t = 2 also minimises the bit storage requirements, 

see [13]. 

In conclusion, we note that the w-KDPs found in Constructions 4.1 and 4.2 

may also be useful in practice, since they are easy to implement and have sig

nificantly lower storage requirements than the trivial KDP, as exhibited in the 

following table. 

In the table, m is the maximum number of subkeys used to determine each 

key (namely, the maximum value of I(PI ) n (P2 )1 in the w-KDP). The first rows of 

the table (above the bar) give restrictions on the parameters of the w-KDP and 

the rows below the bar give properties of the w-KDPs. 
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Kl K2 
u 2:Su:Ss 2:SU:S5 
t 2:St:::;s+1 
w U 1 u-1 

max v S2 52 

r us + (s - 1) tus 

b us2 + 8
2
(8-1) 

2 tus 2 

m u tu 

To compare, recall that the trivial KDP on 8 2 points will have r = (S2 - 1), 

b = 8 2 (8
2 1)/2 and m = 1. If small values of ware acceptable, we can achieve a 

much lower key storage and total storage using the geometrical w-KDPs Kl and 

K 2 . 
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