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It was indicated in {1] that any cryptosystem can be described by a nonlinear func-
tion. The nonlinearity of Boolean functions, which have largely been used in cryp-
tology, is then an important index. There has been much study of the problems
relating to the nonlinearity of Boolean functions. This paper aims to give an explicit
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Abstract

The nonlinearity of a Boolean function, which is defined as its distance
from the set of affine functions, is an important measuring index in cryp-
tographic applications. The distribution of nonlinearities over all the
Boolean functions is equivalent to the weight distribution of first order
Reed-Muller codes and is very difficult to determine. As the first step
towards solving this problem, the distribution of Boolean functions with
nonlinearity < 272 is presented in this paper. It is shown that the

n
number of Boolean functions with nonlinearity ¢ is exactly 2t .ol

n n—1 no__
for t < 2772 and 27! K 23,2 ) - (2" - 1)( 2,%2 ) + ( 2 5 1 )] for

t=2"2,

Introduction

expression for the number of Boolean functions with nonlinearity < 2772,

2 Preliminaries

A function f: GF*(2)-—GF(2) is called a Boolean function of n variables. f(z)
is called an affine function if there exist ag,a,..
ao ® 017, D -+ D ATy, where T = (z1,...,2,) €GF™(2) and & means modulo 2
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.,a, €GF(2) such that f(z) =




addition. In particular, f(z) is also called a linear function if ay = 0. We will
call f(z) a nonsingular affine function if ag = 1. The input z = (21 ...y zp) will be
treated as unbiased, i.e., for every (ay, ...,a,) € GF™(2), we have Prob((z1,...,x,) =
(a1,...,an)) = 3. A Boolean function f(z) can be expressed in three different ways:
minterm expression, polynomial expression (in some papers this is also called the
algebraic normal form) and truth-table expression. The latter two expressions will
be adopted in this paper. We will treat a function f € F, as a vector of length 2"
and a polynomial of zy, ..., z,, alternatively. The Hamming weight of a binary vector
@, denoted by W (c), is the number of ones in o, and similarly the Hamming weight
of a Boolean function f(z), denoted by Wy(f), is then the number of ones in its
truth-table. f(z) is called balanced if Wy (f) = 2"1. The degree of f(z), denoted
by deg(f), is the largest number of variables that appear in one product term of its
polynomial expression. We will denote by F, the set of all Boolean functions of n
variables and by £, the affine ones.

The distance between two Boolean functions f and g is defined as the number of
different components in their truth tables and denoted by d(f, g) = Wg (f@g). The
nonlinearity of f, denoted by Ny, is the least distance of f from the affine functions,
ie.,

Ny = lrggnd(f, )= lrg[i:nWH(fGBl).

3 Nonlinearity distribution when less than 2"2

It is easy to see that £, is a vector subspace of F,. We make a coset decomposition
of F,, upon L, as follows:
Fo= (o L) (1)
aeD
where D is a set of nonlinear Boolean functions with cardinality 22"~"~! and each
coset leader & € D is a Boolean function with least Hamming weight (it is not
necessarily unique). By the definitions above we have

Theorem 1 In coset decomposition (1), for any function f € (a® L), we have
Nf = WH (Oé)

By theorem 1 we know that the problem of determining the nonlinearity of
Boolean functions can be transfered to the determination of the Hamming weight of
coset leaders in equation (1). If there is more than one function having the same
least Hamming weight, any one can act as the coset leader.

Theorem 2 Let oy and ay be two coset leaders of L, with Wy{on) = Wy(ap) <
272 Then oy and oy belong to a same coset if and only if oy = a.

Proof: Suppose that o and a, belong to a same coset and oy # og. Then there

must be a nonzero affine function ! € £, such that ay = a; ® Loray®ay =11t
is well known that for a nonzero affine function ! € £, we have Wy (I) = 2"~ if and
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only if | # 1. But Wy (a1 @ a2) < Wi(oy) ®@ We(ag) < 2771, this is a contradiction.
The conclusion of theorem 2 then follows. ]

Denote by o,(t) the number of Boolean functions in F,, with nonlinearity . Then
by theorem 2 it is known that for 0 < ¢ < 272, the number of Boolean functions with

T
Hamming weight ¢ is exactly ( 2t ), and they all belong to different cosets where

they can act as a coset leader. By theorem 1 we have

Theorem 3 Let t < 2" 2. Then the number of Boolean functions of F, with non-
linearity t is

ir=(%)-# ®

4 Number of Boolean functions with nonlinearity
2n—2

The following lemmas will be needed in determining the number of Boolean functions
with nonlinearity 272

Lemma 1 Let o« € F,. If there is a function 8 in the same coset with « such that
Wx(8) < Wy(a), then we have Wy (o) > 2772,

Proof: By the assumption it is known that there must exist a nonzero affine
function [ € L, such that 8 = a@®!. Then Wx(8) = Wr(a®!l) = Wy(a) + Wx(l) —
2Wh (- 1). So we have Wy (a-1) > W (l) > 272 and hence Wg(a) > Wg(a-1) >
2n—-2_ m]

Lemma 1 implies that a function of Hamming weight 2"~? is guaranteed to have
the least Hamming weight compared with the ones in the same coset and hence will
be able to act as the coset leader. By theorem 1 and lemma 1 we have

Corollary 1 Let a € F, and Wy (a) = 2"2. Then N, = Wx(a).

Lemma 2 Letl,ly,....lx € L. Ifly, ..., Ik, 1 are linearly independent, i.e., any linear
combination cily ® caly ® + - & crly ® g1 = 0 with ¢; € {0,1} will lead to a result
c1=cy =+ =cgy1 =0. Then we have Wy ([T5_, [;) = 2"*.

Proof. It is known that zy, ..., z,,1 form a basis of £,. Since [y, ..., Iz, 1 are lin-
early independent, we can add n — k functions z;,, ..., z;,_, of {z1,...,2,} to form a
basis of £,. The functions z1, ..., z, which can be treated as the variables or input
of a Boolean function in F, should be independent and with uniform probability
distribution over {0, 1}, so z;,,...,x;,_, will randomly take values in {0, 1 } when
every [; is fixed with value 1. This implies that there are 2% chances for Hle l; to

take value 1, and the conclusion of lemma 2 then follows. O

Lemma 3 Let Wy (a) = 2"2. If there is a nonzero affine function | € L, such that
Wra(a®l) = Wy(a), then we have | # 1 and consequently Wy (l) = 271,
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Proof. Assume that I = 1. Then by Wg(a & 1) = 2* — Wy(a) we have Whia) =
271 This violates the initial condition. O

Lemma 4 Let Wy(a) = 2"72. Then the sufficient and necessary condition for the
ezistence of an affine function | € L, such that Wy (a®1) = Wy(a) is that a1 = a.

Proof: Suppose Wy (a®1)=Wg(a). Since Wy (a®l) = Wy (@) +Wg(l)—2Wx(a-
1), so by lemma 3 we have Wy (a @ 1) = Wy(a) <= Wy(a- 1) = Wy (l) = 272
Wh(a) = a1l =a.

o

Lemma 5 Let Wy(a) = 2"2. Then there exist no affine functions U, 12,13 € L, such
that they together with 1 are linearly independent and satisfy the following equations:

WH(Q) = WH(a (&) 11) = WH(O[ ($) 12) = WH(a ($) lg)
Proof. Assume the contrary. Then by lemma 4 we have
a=a-h=a-lh=a-l

Moreover, by repeated use of lemma 4 we have o = - Iy - I - I5. But by lemma 2 we
have
WH(Oé) = WH(a Ayl l3) < WH(ZI Ay - 13) = "3,

This leads to a contradiction, and hence the conclusion of lemma 5 is true. O

By the discussion above we know that, there may be more than one function
having the same minimum Hamming weight in the same coset where there is a
vector with Hamming weight 2"~2. The forthcoming discussion will be treated by
the following three cases, and in each case « is a Boolean function having Hamming
weight 22, '

4.1 More than two functions with the same minimum
Hamming weight in the same coset

Lemma 6 Suppose we have Wy (a) = 272, Then the sufficient and necessary con-
dition for the existence of affine functionsly,ly € L,, such that Iy By is not a constant
and satisfying Wy (o) = Wy(a @ l)) = Wy(a @ ly) is that o = 1y - I,

Proof: Let Wr(a) = Wy(a @ l1) = Wy(a @ 1y). Then by lemma 4 we have
o =0l -lp. But by lemma 2, Wy (o) = Wy(a -1, - ) = We(ly - 13) = 272, s0 we
have a = [; -l5. Contrarily, if & = I; - 5. Since a®l; = 1, - (L®1), a®ly =1,- (L ®1).
By lemma 2 we have Wy (o) = Wr(a® L) = Wy(a @ ) = 2n2, O

Lemma 7 Let Wy (o) = 2™ 2. If there ezist affine functions Iy, 1y € L,, such that

a =1y -y, then there are exactly 4 functions in the same coset having the minimum
Hamming weight, they are o, a® ly, a @l and a ® L, ® L, D 1.
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Proof: 1t is easy to see that both I; and l; are not constant. By lemma 2 we know
that functions aG}h = l1(lz@1), Ot@lz = l2(l1$1) and a@ll@lz@l = (ll@l)(lz@l)
all have Hamming weight 2"~2 which is the minimum Hamming weight of functions
in this coset. By lemma 5 we know that they are all the functions available with
such Hamming weight. 0

Lemma 8 Let ly,l, € £, such that l; & l; is not a constant. Then f =1, -1y is a
function of degree 2, and there are three distinct forms for writing f as the product
of two distinct affine functions, they are

lellg—_-ll(ll@lz@l) —‘—‘lg(ll@lg@l)
Proof: See appendix. O

Corollary 2 Letly,ly, 13,14 € L, such that l; @1y is not a constant and 1y -1, = I3-1,.
Then both sides of the above equation must have a same affine function.

Proof. Directly from lemma 8. O

Lemma 9 Let!l; andly be two distinct linear functions. If there ezist linear functions
I3,ly € Ly, such thatly - Iy =1l3- 1. Then we must havely =13 andly =1y, orl; =1,
and l2 = 13.

Proof: From lemma 8 we know that only [; - I; is the product of two linear
functions, i.e., this expression is unique. O

It is known that there are totally 2" — 1 nonzero linear functions in £,. By
lemma 9 we know that the number of functions of degree 2 which are the product of
n—1

two linear functions is ( 9

Lemma 10 Let l; € £, be a linear function, Iy, € L, be a nonsingular affine func-
tion, and l; ® Iy # 1. Then there must exist a linear function ly € L, such that
ll'lzzll'l;;.

Proof: The conclusion follows by setting ls = ; @ I, @ 1. O

Lemma 11 Let l;,l; € £, be two different nonsingular affine functions. Then their
product is a function of degree 2 which can be written in three distinct forms: Iy -
lz, ll . (l1 (&) lg @ 1), and l2 . (ll (&) l2 D 1)

Proof: Directly from lemma, 8. m]
Lemma 10 implies that the product of a linear function and a nonsingular affine
function can be equivalently expressed by the product of two nonsingular affine func-
tions, and lemma 11 implies that the number of products of two different nonsingular

n __
affine functions is ( 2 9 1 ) /3. To sum up the discussion above we have
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Theorem 4 The number of functions of degree 2 in F,, which can be written as the
product of two different affine functions in L, is

)P

no__
and they are distributed in %( 2 9 1 ) cosets.

4.2 Only two functions with the same minimum Hamming
weight in the same coset

In this case there should be an affine function I € £, such that Wy (a®!) = Wy (a.)

By lemma 4 we have a = « - [. This implies that whenever a(z) = 1, we must
n—1

have [(z) = 1. Note that there are such functions for a fixed ! because

2n~2

Wy (l) = 2""" and Wy(a) = 22, discarding the functions in the form [ - I', where I’
is another affine function, the desired functions (they have the minimum Hamming
weight and any one of their cosets has only two such functions) will remain.

Lemma 12 For a fired non-constant affine function | € L,, the number of functions
of degree 2 which can be written as l-I' is 2" — 2, where I' € L,, is another affine
function.

Proof. Any function in this form can be expressed in two ways: [-’ and [- (1el'el).
Since the multiplicative function is of degree two, the set where I’ can be chosen from
is £, = {0, 1,1, 1 & }. So the number of possible ', or equivalently the number of
functions in the form - I'is (2" —4)/2 = 2" — 2. O

Now we are considering functions « such that there is only one nonzero affine
function I such that o @ | and « are in the same coset and Wy(a @ [) = Wy(a).
Then by lemma 12 it is known that the number of such functions is

2n—1 2n~1
(2n—2 ) —'(2""2): ( 271—2 ) _2n+2
Since | can be an arbitrary non-constant affine function of £, the number of such

cosets where there are exactly two functions with minimum Hamming weight 272
in each coset is

n—1
@2y 50 ) - (@
4.3 Only one function can be the coset leader
As a coset leader, since o can be any function with Hamming weight 272, the total

number of valid such functions then is ( 2,2,__2 ) By theorem 3 and equation (4) we
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know that, among these functions there are %( 2 ; 1 ) are of the form [ -1’ and

a1 . . . .
there are (27! —2) gn-2 | ~ 2™ + 2| functions in the cosets which have two valid

coset leaders. What remains are the functions which are the only valid coset leaders
of their coset, and the number of such functions is

(o )-en-n|(5m) = 5(707) o

Sum up the discussion above, the number of cosets in equation (1) which contain a
coset leader of Hamming weight 272 is

(£)-a|(5) e 4(75)
+(z".-1‘) [( 2::; ) —2"+2] +-:1§( 2n2—1)
__.(2;";';)_(2n_1)(§'§12)+(2";1) (6)

Since there are 2"*! functions in each coset, by theorem 1 we have

Theorem 5

oa(2"2) = 271 [( o ) — (- 1)( . ) + ( zol )] )

5 Conclusion

We have studied in this paper the problem of the distribution of Boolean functions
in F, with nonlinearity no larger than 2”2, This result is the first step towards
finding the distribution of nonlinearities of Boolean functions, or equivalently the
weight distribution of first order Reed-Muller codes. It seems much more difficult for
the case when the nonlinearity is larger than 2"~2 since there will be a great variety
in the number of coset leaders. This problem is harder and more challenging.
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Appendix: Proof of lemma 8

In order to prove lemma 8, we have to introduce the concept of Walsh-Hadamard

transformation.
Let f(z) € F,, then
Si(w) =3 f(z)(-1)“*

is called the Walsh-Hadamard transformation or briefly W-H transformation of fz)
which is a real valued function, where w-z = w2, ® -+ ® WnTy is the inner product
of w and z. Accordingly, the inverse transformation can be expressed as

flz) =273 Sp(w)(-1)“*

With this concept the proof of lemma 8 is derived as follows. Let [ @)=c-z0
a, lz(z) = Bz @ b be two affine functions and neither is a constant and so does
i ® Ly, where o, f € GF™(2), a,b € GF(2). Let f(z) = l;(z) - ly(z). Then we have

Sf(w) = Zf(l')(*’l)wx = Z (_l)w'x

l1-lp=1

The following discussions will be considered:
(1) Let w=0. Then by lemma 2 we have S;(0) = Wy(l; - I) = 272
(2) Let w = c. Then we have w -z = 1 ® a whenever hz)=1. So

Siw)= 3 (=1 Wy (ly - 1) = (—1)1. 202,

Iy la=1

(3) Let w = f. By the same way as in case (2) we have St(w) = (—1)1b. 9n—2,
(4) Let w=a® 8. Then we have w -z = a @ b whenever li{z) - lo{z) = 1. So

Sf(w) = Z (—l)aeb = (_l)aéib Lon=2

l1lg=1

(5) Letw ¢ {0, a, B, a®B}. It is easy to check in this case that w-z, li(x), ()
and 1 are linearly independent. By lemma 2 we have Wy (I, - Iy - (w - z)) = 2"~3. But
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Wy (ly - Ip) = 2"~2. This means that in the set {z € GF™(2) : li(z) - lo(z) = 1}, the
number of z satisfying w - x = 1 is equal to the number of z satisfying w -z = 0.
Therefore we have

on-2 ifw=0
(=1)®ea.2n=2 4f y=q
Spw) =1 (=122 ifw=p (8)
(=1)2®.2"2 jfw=a®f
0 otherwise

Suppose that there exist affine functions l3(z) = A-z@®sand (z) = p-z Dt
such that f(z) = l3(z) - l4(z), where A, p € GF"(2) and s, t € GF(2). Similar to the
procedure above we have

on—2 ifw=0
(=1)1@s. 272 jf =)
Spw) =4 (=1)'®*.2"% ifw=p 9)
(=1)®t. 272 fw=A®u
0 otherwise

Since there is a one-to-one relationship between f(z) and its W-H transforma-
tion, equation (8) and equation (9) must be an identity, i.e., {0, o, 8, a ® 8} =
{0, A, ¢, A & p}, and we have simultaneously

e If A = @, then s = a and hence I3(z) = l;(z). In this case we must have y = j
or u=a®df ie, l4(z) =1l or (z) =lL(z) ®l(z)®1.

e If = @, then t = a and hence l4(z) = l;(z). In this case we must have A =
or A=a® g ie, 3(z) =l orls(z) =L(z) ® L(z)® L

e If A = (3, then s = b and hence l3(z) = lo(z). In this case we must have p = o
orp=a®f e, lyz)=1 orly(z) =L(z)DlhL(z)®1

e If y = 3, then ¢ = b and hence l4(z) = l5(z). In this case we must have A = o
or A=a® B, ie, ls(z) =1 or l3(z) =lLi(z)® L(z) D 1.

To sum up the discussion above, the conclusion of lemma 8 then follows.
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