








if and only if, for all x;# %, X; =y;. (We can think of an occurrence of % ina w-tuple as

the occurrence of a blank.) If x <y, then we say that x is contained in y. We define the
width ®(x) of x to be the number of coordinates of x not equal to x. (When we deal -

with w-tuples of specified width it should be understood that such w-tuples are from
X*=X U {x}.)

Now, let 1 <t<w. We define the t-induced w-uniform ordered hypergraph of (X, &)
to be (X*, &(1)), where (1) is the multiset union U,s& {x:x<y and o(x)=t}.

ye

Two w-uniform ordered hypergraphs (X, &4;) and (X, A,) are said to be t-disjoint if
the multiset & (1) and the multiset &,(t) are disjoint. Also (X, L) and (X, A,) are
said to be r-identical if the multisets &,(t) and &l,(t) are equal (that is, &1(1) and Ky(t)

contain the same w-tuples with the same multiplicities).

Let 1<t<w, 1<v and 1<m. A (t, w, v; m) - ordered threshold scheme is a simple
w-uniform ordered hypergraph (X, &) such that | X |1=v and & can be partitioned into
w-uniform ordered hypergraphs (X, &), i=0, .., m - 1, (called components of
(X, &) such that

(1) the (X, &) are mutually t-disjoint, and
(2) no w-tuple of width t' <t occurs in precisely one of the multisets Ly(t).

The points of a (t, w, v; m) - ordered threshold scheme are referred to as shadows and the
parameter t is its threshold. Also, each element of K = {0, 1, ..., m - 1} is called a key.
If the (X, éﬁ/i) are also mutually t-identical for some t' such that 0<t' <t, then we say
that (X, &) is t-perfect. A (t-1) - perfect (t, w, v, m) - ordered threshold scheme is
said to be perfect. Furthermore, an ordered threshold scheme is called regular if
l =1 éélj | forall i,j=0,.., m-1. (Note here that our usage of the term 'regular’
diverges somewhat from thatin Stinson and Vanstone (1988).)
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Example

o, A,
0000 01
1111 10
2222 23
3333 3 2
0123 00
1032 11
2301 2 2
3210 33
0231 03
1320 12
2013 21
3102 30
0312 0 2
1203 13
2130 20
3021 31
A Perfect (3, 4, 4; 4

The following proposition is basic.

Proposition 1

Let (X, &) bea (t, w, v; m) - ordered threshold scheme. If (X, &) ist - perfect for
some t' such that 0 <t <t, then (X, &) isregular and t" - perfect for all t" such that

1<t" <t

Proof

Suppose (X, &) is t-perfect. Counting the number of w-tuples of width t' contained in

w
the w-tuples of &; yields ( t') | é&il . Since (X, &) is t-perfect this number is

independent of 1i.
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32 0213
2 3 1302
10 2031
01 3120
11 0330
00 1 221
33 2112
2 2 3003
03 002 2
1 2 1133
21 2200
30 3311
20 0101
31 1010
0 2 2323
13 3232
) Ordered Threshold Scheme
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Consider any w-tuple x of &;(t"). For any w-tuple y of &, such that x <y, there

W - t"
are (t' ot ) w-tuples z of &Sli(t’) such that x £z <y. Let A(z) be the multiplicity of

z in & i(t). Now Z A(z), the summation being over all z such that x <z and
®(z) = t, is the number of times such w-tuples are contained in a w-tuple of 5&i. This
sum is independent of i as éﬂi(t') = ﬂj(t') foralli,je {0, 1,..,m-1}. So the
w-t"
t-t"
The following protocol might be used for secret sharing. Suppose P wants to 'share’ a

multiplicity of x in &(t") is E?»(Z)/ ( ), which'is independent of i. ¢

secretkey k (0 <k <m - 1) among a group of w people. The participants are ordered
from first to wi, and we say that the ith participant holds position i. A participant's
position need not be kept secret from the other participants. A suitable (t, w, v; m) -
ordered threshold scheme (X, &) is made known to all of the participants. & chooses at
random a block x = (xy, Xy, ..., X;,) of component &, and then gives the participant
holding position j the shadow X} Now, if t participants (holding positions
ij, j =1, .., t, say) wish to determine the key k, they search through the set of blocks of
(X, ). When a block b is found whose ij-th co-ordinate is xij’ foreachj=1, ...t

then the key is k, where b e &,.

‘We now turn briefly to a consideration of the security of the secret sharing schemes we are
discussing.

Suppose that there is a probability distribution on the set K = {0, ..., m- 1} of keys of
the ordered threshold scheme (X, &1). We also suppose that, for every key k, the blocks
in & are chosen with equal probability. Given t' suchthat 0 <t <t, (X, &) is said

1o be perfectly t'- secure if, for every w-tuple z of width t' that has positive multiplicity
in () and for every key k € K, we have that the conditional probability p(k | z)

equals p(k).

Proposition 2

Let z be a w-tuple of width t' that has positive multiplicity in &(t') and ?\.k(z) be the
multiplicity of z in &y (t). (X, &) is perfectly t'-secure if and only if M@ /1By 1 s
independent of k.
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Proof

First, p(klz)= plop@lk) ¢, any ke Kand z as in the statement of the

p(2)
lk(z) kk(z) .
proposition. Now p(z 1 k) = — = an
&0 (W) 14|
t k
pth) A (z) p(h) A (2)
he k h he (t')lé&hl
So we have
P A, (2) p(h) 1, (@)
klz) = ——=Z — — 1.
P ( EX )/(hEEK X @
Suppose (X, &) is perfectly t'-secure. From (1), we obtain
o 5 p(h) &, @)
I&ﬁkl he K lé&h|
A @
whence is independent of k.
o
A (@)
Suppose T is independent of k. Then, from (1), we have
k

pk1z)

p() 1 (@) ) ( A @) )
R 0
( I cﬁkl / (hezK | cﬁ/kl

k
- 28 = pk) .0

> p(h)

he K
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Corollary 1
(X, &) is regular and perfectly t'-secure if and only if (X, &) is t'-perfect.

Proof
Suppose (X, &) is regular and perfectly t'-secure. Then | & | is independent of k.
Using Proposition 2, Ay (z) is independent of k.

Suppose (X, &) is t-perfect. By Proposition 1, (X, &) is regular. Also Ae(z) is

A (2)
A

independent of k for z as in the statement of Proposition 2. So is independent

of k, whence (X, &) is perfectly t'-secure, by Proposition 2. ¢

Corollary 2
If a regular ordered threshold scheme is perfectly t-secure, then it is perfectly t"-secure for
all t" such that 1 <t" <t

Proof

Suppose (X, &) is regular and perfectly t-secure. Then (X, &) is t-perfect, by
Corollary 1. By Proposition 1, (X, &) is t"-perfect for all t" suchthat 1 <t"<t. By
Corollary 1, (X, &) is perfectly t"-secure for all such t". ¢

Remarks
(a) Proposition 2 applies no matter what probability distribution we have on K.

(b)  Perfectly t'-secure ordered threshold schemes that are not t'-perfect can be obtained
from a t'-perfect ordered threshold scheme (X, &) by using unions of the
components of (X, _&Sl) as components.
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3. ORTHOGONAL ARRAYS

Let 1<t<w and 2 <v. Anorthogonal array of strength t,depth w and index h
based on v symbols (say 0, 1, ..., v -1), isan N x w array such that for any N xt
sub-array each ordered t-tuple from X = {0, 1, .., v- 1} occurs precisely A times as a
row of the sub-array. It is common for such an orthogonal array to be denoted by
OAN, w, v, t) or simply (N, w, v, t). We will use the notation t-(v, w, A) OA. The
number N of rows of a t-(v, w, A) OA is AvL For t> 1, any t-(v,w,A) OA isa
(t-1)- (v, w, vh) OA. It is known (see MacWilliams and Sloan (1978) and Phelps
(1984)) that a t-(v, w, 1) OA is equivalent toa (w, v}, w - t + 1) code over an alphabet of
v symbols (that is, to a "maximum distance separable” code) where the codewords are the
TOW Vvectors.

Consider a t-(v, w, A) OA A. The sub-array of A formed by deleting a column (say the
™ of A and all tows of A except those that have a fixed element (say i) in the i column
of Aisa (t-1)-(v,w-1,A) OA which we call the (i, j) - contraction of A.

A t-(v,w, L) OA issaidto be (7, 1) - partitionable if its set of rows can be partitioned
into AvEY /L t - (v, w, p) OAs. (Juxtaposing n t- (v, w, X) OAs yields a (t, &) -
partitionable t - (v, w, nA) OA.) The component t' - (v, w, i) OAs are said to form a
(t', i) - partition of the t- (v, w, ) OA. (Analogously to the unordered case, if A=1
and t' <t=w we might refer to the set of components of a (t', |t) - partition as a large
set' of t' - (v, w, L) OAs.) The 64 rows in the example in Section 1 forma3- (4,4, 1)
OA. &y, &, &, and K are the components of a (2, 1) - partition of this orthogonal

array.

Corresponding to an orthogonal array there is a w-uniform ordered hypergraph whose
blocks are the rows of the orthogonal array. We say that an orthogonal array is simple if
its corresponding ordered hypergraph is simple. It does no harm to identify an orthogonal
array with its corresponding ordered hypergraph. Indeed, we will find it convenient at
times to consider an orthogonal array to be an ordered hypergraph.

Let 1<t <t and L <v. A(t, ) - partitionable t - (v, w, 1) OA (X, A)isa t-

i}

perfect (t, w, v ¥ ) ordered threshold scheme. The components of the ordered
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threshold scheme here are, of course, the components of the (t', i) - partition. For a
“construction of such ordered threshold schemes see Section 4. '
Remark - :
* Orthogonal arrays of index unity (in the guise of maximum distance separable codes) have
“been introduced by a number of authors into the study of secret: sharing schemes; for
‘example, McEliece and Sarwate (1981) and Karnin, Greene and Hellman (1983).

Let t,w, v be such that there is a'perfect (t, w, v; m) - ordered threshold scheme for some
m. We define M(t, w, v) by M(t, w, v) = max {m ‘there is aperfect (t, w, v; m) ordercd
‘threshold scheme}. - ' '

It is our aim to obtain an upper bound on M(t, w, v) and to characterize the ordered
threshold schemes which achieve the bound. In order to do this the following two lemmas
are useful. ‘ ' ‘ '

Lemma 1
Let t < w. There exists a t-(v, w + 1, A) OA if and only if there exists a (t - 1, A) -
: partltxonable t- (v W, 7») OA. ‘ ;

< Proof ‘
" Suppose-there exists a t - (v, w + 1, X) OA (X, &). For each j the (i, j) - contractions of
(X, &), as iruns fromOto v -1, forma (t- 1,A) - partition of a t- (v, w,A) OA.

Sk‘upposék there is a (t- 1, A) - partitionable t - (v, w, X) OA (X, &) with componehts

X, é&i) , 1=0,..,v-1. Adding an extra column ¢ to (X, :532) with entry i in ¢
in the r{)ws:‘of :93_[ yielids’ at-(v,w+ 1, %) OA. 0 ‘

. Consider a W«tuplc X-= (X500 Xy,) Of X* of width s such that w1 252> 1and a

w-tuple of X* =(Yp o ¥y) of width s+ 1. If x <y and y, # X, = &, then we

say yisal - coordznate extension of x atk. If J is a set of w- tuples we denote the set
of all 1 - coordinate extensions of J by I+
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Lemma 2

Let (X, &) be a perfect (t, w, v; v) - ordered threshold scheme with' components
X, A, i=0,..,v-1, where &L;(t-1)=§ forall i. Then

(@) (X*, &) (and hence (X*, (1)) is simple,

(b) 8= A1), and

(© &®),i=0,..,v-1, isaparttion of .

Proof

Consider xe 8. For i =0, .., v -1, there is at least one block x; of &, such that
x <x;. For any appropriate k, let y;(k) be the 1 - coordinate extension at k of x such
that y;(k) <x;. Since the é&i(t) are v in number and mutually t-disjoint we have that:

the y;(k) are all of the 1 - coordinate extensions of x at k. )

(a) Suppose X, € <99/i such that X <X, and let Sf_i(k) be the 1 - coordinate extension
of x at k such that ¥ (k) Sfi - Since the &;(t) are mutually t-disjoint and (2)
1

applies we have that y.(k) =¥ (k) . But then we have X. =x_ . Since (X, &) is
1 1 1 1

simple, we infer that (X*, §) is simple. In consequence, (X*, L(t)) is also

simple. ,
(b) Returning to (2), we see that §* = (1.
(c) The &) partition L(t)=8*. ¢

We are now in a position to establish our main resuit.

Theorem 1
M(t, w, v) £v with equality if and only if there exists a t-(v, w + 1, 1) OA.

Proof
The bound is well-known (see Brickell and Stinson (1991)) but a proof is given for the

sake of completeness. Suppose M(t, w, v) > v. Consider a perfect (t, w, v; M(t, w, V) -
ordered threshold scheme (X, &) with components (X, &;) such that &y(t-1)=§ for

all i. Letx € §. For each appropriate k, we can obtaina 1 - coordinate extension y;(k)
of x at k from each &Q/i. Since there are precisely v such 1 - coordinate extensions of
x at k and M(t, w, v) > v, we have that the &Qi are not t - disjoint, a contradiction.
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Suppose thereisa t- (v, w+1,1) OA, By Lemma 1, thereisa (t- 1, 1) - partitionable
t- (v, w, 1) OA. The corresponding perfect (t, w, v; m) - ordered threshold scheme has m
=v. So M(t, w,v)2v, whence M(t, w; v) =v.

Suppose M(t, w, v) = v. Consider a perfect (t, w, v; v) - ordered threshold scheme
X, &). By Lemma 2(2), (X*, 8) and (X*, &()) are simple.

Now, consider any w-tuple x" of width t. Let x' be a element of §*. We show that
x" e &(t) by reverse induction on the number n of coordinates at which x" and x'
agree, that is, on the number of coordinates at which x("=x;'#x If n=¢, then x"=x'
and so x" e &(1), by Lemma 2(b). Our inductive hypothesis is: x" e &(t) for all x"

such that n2t-j, where j20.

Consider x" suchthat n=t-j- 1. Then (i) there are k and £ such that X' xS =
and * =xp'#xp" or (i) k where x' # x", and X, x" #*.

(i) Consider x* of width t defined by xp* =xg" forall h #k, £ and X * =% and
Xp* = x. Now the number of coordinates at which x* and x' agreeis t-j. By

the inductive hypothesis, x* € &(t). Define X by i'h=x; for all h#k and

')Zk= . Now ¥ isof width t-1 and X<x*. So X € § But x" is a

1 - coordinate extension of X at £, thatis, x" e S+, By Lemma 2(b),

x" e @)

(i) Similarly it can be shown that x" € & (t). In the case where Xy # x", and
X, X # R

That the set () equals the set {z: w(z) =t} follows by induction and so (X, &) isa
t-(v,w, 1) OA.

Finally, consider u of width t- 1. Let v bea 1 - coordinate extension of u. Since
v € A(t), wehave ue 8. Sotheset § equalstheset {z:w(z) =t-1) and therefore
(X, &) isa (t-1)- (v, w, 1) OA. Hence, (X, &) isa (t - 1, 1) - partitionable
t-(v,w, 1) OA. By Lemma 1, there existsa t- (v, w+1, 1) OA. ¢

38




Coroliary 1

(a) For t,v22, Mt,t,v)=v.
(b) (i) For w>t22, if M(t, w,v) =v,then M(t, w-1,v) =v.
(i) For t=3, if M(t,w,v)=v, then M(t-1,w-1,v) =v.
(c) Let s22. If M(t, w;, v;) =v; for i=1,..,s, then
s s
M(t, min Wi, H vi) = H vi .
i=1 i=1
(d (@ For t<q and q aprime power, M(t,q,q) =q.
(ii) For q an even prime power, M(3,q + 1,¢) =q.
(e) If there is a Steiner system S(3,q+ 1,v+1) with q a prime power, then
M@3,q, V) =V.
Proof
(@) Takea t-(v,t, 1)OA, (X, &), where X = {0, ..., v - 1}. (Here, of course, each
t-tuple of X occurs precisely once as a block.) Add one extra column containing in
a given row the sum modulo v of the entries in that row of (X, ). The extended
array is easily shown to be a t - (v, t + 1, 1)OA. That M(t, t, v) = v then follows
using Theorem 1.
(b) () Deletingacolumnofat-(v,w+1,1)OA yieldsat-(v,w, 1) OA.
(i) An (,j) - contractionof a t- (v, w+ 1, 1)OA isa (t- 1) - (v, w, 1) OA.
(c) This part follows from Theorem 1 and Raghavarao (1971).
(d) This follows from Theorem 1 and well known results of Bush (1952).
(¢) Theorem 1 and Phelps (1981). ¢

Corollary 2

Forall t and w such that 2 <t<w, there are infinitely many values of v for which
M(t, w, v) = V.
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Proof

If t = w, then the result follows from Corollary 1(a). If t < w, then choose a prime
power q such that w <q. By Corollary 1(d)(i), M(t, q, @) =q. Applying Corollary
1(b)(i) an appropriate number of times yields M(t, w,q) =q. ¢

Corollary 3

o a Q. .
. . 1 J ..
Let the prime power factorization of v be p1 - Py *, where pi ‘< pj when i< j,

! % %
and 3$p1 . For every t<p, M(t,pl , V)=V,

Proof

03

o a .
Using Corollary 1(d)(@), M(t, p, Y P, = P, L, i=1,..,s. If s=1 there is nothing to

o
prove. If s2>2, then applying Corollary 1(c) yields M(t, P, 1, v)=v.0

A perfect (t, w, v; v) - threshold scheme is said to be ideal.

Remark

Maximizing m for given t, w and v is related to minimizing v given t, w and m. As for
the unordered case, by minimizing v we are minimizing the amount of secret information
to be communicated in the form of shadows.

4. CONCLUDING DISCUSSION

From the following proposition we can infer the existence of t'-perfect ordered threshold
schemes.

Proposition 3
Let G be a finite group of order v, tG be the t-fold direct sum of G with itself and H be a
subgroup of tG. If the elements of H form a t'- (v, t, ) OA and W <v, then there is a

t-t
i

t-perfect (t, t,v; ¥ ) - ordered threshold scheme.
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Proof

The left (or right) cosets of H in G are the components of a (', jt) - partition of the
t- (v, t, 1) OA whose rows are the elements of tG. These cosets are clearly mutually
t-disjoint.

Next, consider t" such that t' <t" <t. Each x" of width t" is contained in precisely
vt-t" elements of tG. Suppose such an x" is contained only in elements of a single left
coset of Hin G. Since pL<v <vt~Y, there are x' of width t' contained in more than p
elements of this coset, a contradiction. We infer that no x" of width t" <t is contained
only in the elements of a single coset of Hin G.

t-t
Clearly, the left cosets of H in G form the components of a t-perfect (t, LV L}l_—) -

ordered threshold scheme. ¢

Corollary
Let q be a prime power and t' <t. If there s a linear (t, q", t-t' + 1) code, then there is a
t-perfect (t,t,q; q'~Y) - ordered threshold scheme.

Consider the group Z, of integers modulo v, where v 2 2. The rows of the
t- (v, t+ 1, 1) OA constructed in the proof of Corollary 1(a) to Theorem 1 form a
subgroup Hg of (t + 1) Z,. The cosets of Hy in (t+1)Z, are the components of a

perfect (t + 1, t + 1, v; v) - ordered threshold scheme. These cosets are
©, ..., 0,i) +Hy, i=0, .., v-1 Now suppose a trusted authority chooses at random a

t

. . . h
(t+1)-tuple x = (xl, o Xy jgl X; (mod v)) of Hy and distributes x; to the it

t
participant, j=1, ..t and 2 xj +1 (mod v) to the (t + 1) participant. The t+ 1
i=1
participants can derive the secret i by subtracting the sum of the shadows assigned to the
first t participants from that assigned to the (t+ DI participant (working modulo v).
Clearly this threshold scheme has the desirable features (i), (ii) and (iii) listed at the end of
Section 1.
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Stinson and Vanstone (1988) have interpreted the well known perfect threshold schemes of
Shamir (1979) as unordered perfect threshold schemes. In that context Shamir's perfect
threshold schemes are not ideal. It is, however, more natural to interpret Shamir's schemes
as being perfect ordered threshold schemes. In the ordered context Shamir's schemes are
ideal.

Let us consider this further. For any prime p and t and w such that 2<t<w< p we
constructa t- (p, w + 1, 1) OA as follows: The rows of the array correspond bijectively
to the polynomials of degree at most t - 1 over GF(p) and the columns to the elements of a
subset of order w + 1 of GF(p) containing 0. The entry in a given row and given
column is the value of the polynomial corresponding to that row taken at the element of
GF(p) corresponding to that column. Suppose O corresponds to column j. Then the
@, j) - contractions as i ranges over GF(p) form the components of a perfect (t, w, p; p) -
ordered threshold scheme (X, &). A block of (X, &4) whose coordinates are distributed
to w participants corresponds to a polynomial h(x) of degree at most t - 1 over GF(p).
The secret may be taken to be h(0). The secret may be recovered by any t participants by
determining h(x) using Lagrange interpolation and then evaluating h(0). Clearly these
ideal perfect ordered threshold schemes also have the desirable properties listed at the end
of Section 1.

Remarks

(@) For any prime power q, we could work over GF(q).

(b) The close connection between the perfect threshold schemes of Shamir and
orthogonal arrays of index unity of Bush (1952) is well known.

(¢)  The classification of structures with M(t, v, w) = v (see Theorem 1) has also been
done independently by Jackson and Martin (submitted), using t-transversal designs.
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